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Executive Summary

1. Executive Summary

This report is the result of survey and analysis by NTTDATA-CERT on quarterly global
trends from its own perspective based on cybersecurity-related information collected in the
period.

Enforcement of revised Personal Information Protection Law

The revised Personal Information Protection Law will be enforced in 2022. The revised law
changes the treatment of personal data transferred to overseas locations in response to the
increased overseas transfer of personal data due to the globalization and digitalization of
corporate activities. In March this year, the media reported that the personal data possessed
by LINE Corporation was stored at an overseas location. The Personal Information Protection
Committee pointed out that LINE Corporation, on the grounds of the current Personal
Information Protection Law, did not conduct sufficient supervision of its overseas entrustees.
Also, there are some points LINE Corporation must take action on according to the revised
law, although the current law does not require such action. In this report, we describe the
difference between the old and new Personal Information Protection Laws about the
overseas transfer of personal data and actions to be taken by corporations, taking the
example of the LINE Corporation case. For a corporation to handle personal information
properly, the corporation must have an organization for the management of personal
information and must practice proper management methods. For this purpose, activities
based on JIS Q 15001 (Management System for Personal Information Protection—
Requirements) are effective. A corporation can acquire the Privacy Mark to make known their
corporate compliance with JIS Q 15001 and its efforts for personal information protection.

Embezzlement from customers' accounts by a member of

securities trading system development team

Matsui Securities Co., Ltd. announced that a former employee of an entrustee of the
development and operation of a securities trading system unlawfully withdrew about 200
million yen from customers' securities accounts. This incident took two and a half years from
the start of the criminal act to its discovery. Several factors have been found that prevented
the criminal act from being discovered for a long time. In this paper, we will look into the
details of this incident to describe security measures that should be taken by operation and
development departments that engage in financial systems. Also, we will propose methods
for preventing damage and prompt the finding of incidents from the viewpoint of customers.

Vulnerability of Microsoft Exchange Server

Microsoft released a non-regular security update program in March 2021. The
vulnerabilities allowed attackers to have access to normally inaccessible Exchange Servers
through port 443 from another server, break authentication, and impersonate an administrator.
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Among seven vulnerabilities, four were zero-day vulnerabilities, which had been exploited by
attacking groups and ransomware attacks actually causing damage before the release of the
update program. A large number of Exchange Servers had been identified that had not been
amended. They may already have suffered attacks. Quick action is required.

Outlook

Marriage hunting site "Omiai" had an incident of the leak of user identification documents
including drivers' licenses. It is expected that the attacker will fabricate pictures of drivers'
licenses from the stolen data to impersonate different individuals.

Many fraudulent acts have been identified related to COVID-19 vaccinations. Vaccination-
related attacks are expected on a wider range of age groups from June, in which the
vaccination target ages will be broadened.

The trend of policies for ransomware attacks is to prohibit paying ransoms. An example is
a recommendation made by the Office of Foreign Assets Control of the U.S. Treasury (OFAC).
However, as long as information disclosure has big damage on victim organizations, cases
of paying ransom are expected to continue.
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2. Featured Topics

2.1. Revision of Personal Information Protection
Law

2.1.1. Introduction—Summary of Revision of Personal

Information Protection Law

The Personal Information Protection Law is reviewed every three years, and a revised
Personal Information Protection Law will be enforced in 2022. In this revision, the following

six points listed in Table 1 are revised [1].

Table 1:Summary of revision of Personal Information Protection Law

Revised point Description

1. Rights of + Enhancement of rights of individuals concerning the request of
individuals suspension of use, erasure, etc.

» Allowing individuals to specify the way their personal data is
made open on the Internet and other means

» Allowing individuals to request the disclosure of the third-party-
provided record on the exchange of their personal data

* Inclusion of possessed personal data as short-term storage data
that are to be erased within six months, and making such data
subject to disclosure and suspension of use

+ Opt-out provision that restricts the scope of personal data to be
provided to third parties

2. Responsibility |« Duty of business operators to report to the Personal Information
of business Protection Committee and to notify the affected individuals when
operators rights of individuals may be compromised due to leak of sensitive
personal information or information leak by unauthorized access

+ Clarified prohibition of the use of personal information in
improper ways that support unlawful or unjust behaviors

3. Mechanism of |« Enhancement of the current certification institution system by
encouraging enabling certification institutions to grant certification to specific
business sections (departments) of corporations
operators to
make
spontaneous
efforts

4. Use of data * Relaxation of duties of disclosure, response to requests for

usage suspension, etc., on the condition that the data is used

only for internal analysis through anonymization of the data by

erasing names and other identities
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+ Duty of obtaining the consent of individuals when providing the
data that is not considered personal data by the party that
provides the data but is expected to be considered personal data
by the third party that receives the data

5. Penalty » Raising the level of criminal penalties for the violation of a
directive from the committee and false report to the committee

+ Raising the maximum amount of penalties on legal parties that
violate directives

6. Application of + Making overseas business operators that handle personal

the law beyond information of domestic residents subject to reporting and

the national directives with violation penalties

border and + Enhancement of information provision and other duties related to
transfer of the handling of personal information by third parties, for the case
information when personal information is transferred to third parties located
across the in overseas countries

national border

Source: Personal Information Protection Committee [1]

In March 2021, the media reported that user information of LINE Corporation was viewable
from outside Japan and part of the user information was stored at an overseas location. This
media report attracted public attention about how the transfer of personal data across the
border should be. In this report, we explain how personal data should be handled when it is
transferred to a third party across the border by considering the incident of LINE Corporation
in view of the old and new versions of "6. Application of the law beyond the national border
and transfer of information across the national border" (article 24, Act on the Protection of
Personal Information). Details of the revision of the law including guidelines are not fixed yet.
So, this report describes the revision of the law based on the direction of discussion
publicized at this point.

2.1.2. Impact of the revision on business operators that
transfer personal data to overseas locations

The revised Personal Information Protection Law has two changes described in Table 2
about "application of the law beyond the national border and transfer of information across
the national border."

Table 2:Changes in the application of the law beyond the national border

and transfer of information across the national border
Making overseas business operators that handle personal information of
domestic residents subject to reporting and directives with violation penalties

Enhancement of information provision and other duties about the handling of
personal information by third parties, for the case when personal information is
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’ ‘ transferred to third parties located in overseas countries

(1) of Table 2 makes an overseas corporation subject to penalties of the law if the
corporation handles personal data of domestic residents. The current law allows authorities
only to make non-binding instructions and recommendations, while the revised law allows
authorities to collect reports and issue directives, as well as to publicize the fact of violation
if the violating corporation does not observe the directive.

Revision (2) has an impact on domestic corporations that transfer personal data to
overseas locations. Related cases include, for example, transferring employee data collected
in Japan to an overseas BPO company and transferring customer data collected in Japan to
the overseas parent company. The handling of personal information that LINE Corporation
collected is subject to the revision (2).

Both the current and revised laws mandate three conditions for providing personal data to
third parties in overseas countries: (a) first-person informed consent, (b) business operator
that has the compliant organization, and (c) country that has the same level of regulations,
as shown in Figure 1. To provide personal data to a third party in an overseas country, one
of the three conditions must be satisfied.

Description added by the

Current version . .
revision

Conditions for providing personal data to | The following conditions are added for
third parties in overseas countries respective conditions:
(One of the following)

¢~ At the time of obtaining consent, notify the )

1 relevant individuals of the name of

c ; _ transfer-destination country, the

(a) First-person informed consentJ 1 existence/absence of regulations on
personal information protection in the

\__transfer-destination country, and so forth. /

relevant individuals with related information
upon request.

(b) Business operator having an Check the entrustee periodically about the
the standard *CBPR certification

organization that complies with } > handling of personal data, and provide

A 4

No addition or change

(c) Country that has the same ] (
level of regulations
(EU and the United Kingdom) J

Figure 1: Revision of conditions for providing personal data to third parties
in overseas countries [2] (source text with some modification by the
author of this report)

Business operators that satisfy condition (b) of Figure 1 include business operators that
have acquired the certification of CBPR (Cross Border Privacy Rules: APEC cross border

6
© 2021 NTT DATA Corporation



Featured Topics

privacy rule system). As of May 2021, two corporations have acquired CBPR [3]. Countries
and regions that satisfy condition "(c) country that has the same level of regulations" include
the EU and the United Kingdom. In January 2019, the EU and the United Kingdom granted
Japan with sufficiency acknowledgment based on article 45 of GDPR (General Data
Protection Regulation) [4] [5]. In other words, Japan, the United Kingdom, and the EU
mutually acknowledge the sufficiency of personal data protection. This point does not change
by the revision.

The condition that significantly changed because of the revision is (a) first-person informed
consent. The current law requires business operators to obtain first-person informed consent
to the provision of personal data to third parties in overseas countries before business
operators do so. The revised law requires, in addition to the condition of the current law,
business operators to provide the relevant individuals with information on regulations of
personal information protection enforced in the relevant countries, personal information
protection measures taken by business operators to which personal information is transferred,
and other relevant information, when obtaining first-person informed consent [6]. Details are
being studied at this point in time, but the content of information to be provided at the time of
obtaining first-person consent (Table 3) is described in Discussion Points in Defining
Ordinances and Regulations (Enhancement of Cross-Border Information Provision) issued
by the Personal Information Protection Committee in November 2020 [7].

Table 3 Information that the revised law requires to provide to relevant
individuals (summary)

Information to be provided to relevant individuals (considered

Revised point

outline)
(a) Regulations + Information with the content and granularity that enables the
related to the identification of essential differences from the Personal Information
protection of Protection Law of Japan
personal information | « Summary of regulations enforced in overseas countries is to be
enforced in the published by the Personal Information Protection Committee for
relevant country business operators for reference
(b) Measures taken | « Information that enables the identification of essential differences
by relevant third from measures required to be taken by business operators in Japan
parties for the for the handling of personal data
protection of * In cases when the provision of information of measures taken by the
personal information third party for the protection of personal information is difficult at the

time of obtaining first-person consent, information on the fact and

reason of the difficulty should be provided.

(c) Other relevant * Name of the country that the third party to which the information is

information transferred is located in

* In cases when the country to which the information is transferred
cannot be identified, it is recommended that the corporation provides
the information of the region of the country or provides information
upon a first-person request if the country is identified at a later time.

The point considered important in (a), (b), and (c) is to let the relevant individuals know
properly of risks in cross-border transfer of their personal data. The business operator must
explain to relevant individuals which country the personal data is transferred to, what
regulations there are for the protection of personal information in that country, and what
measures are taken by the transferred-to business operator for the handling of personal

7
© 2021 NTT DATA Corporation



Featured Topics

information.

2.1.3. Overseas transfer of personal information by LINE

Corporation

In this section, we explain the difference between the Personal Information Protection
Laws before and after the revision about the cross-border transfer of personal data, with the
example of the March 2021 media report on problems in the handling of personal information
by LINE Corporation. LINE Corporation, now offering a nationwide infrastructure, posed a
social problem through many media reports. In this report, we explain the incident from the
viewpoint of the Personal Information Protection Law and what to be observed with regard
to the revised Personal Information Protection Law, although the incident also attracted public
attention from the viewpoints of security and the Telecommunications Business Act.

In March 2021, an affiliate company of LINE Corporation located in China was able to
access the personal data of users in Japan in order to develop services and monitor some
contents. Also, the media reported that all photos and videos of posted talks in Japan were
stored in servers of NAVER Corporation, a major company in Korea. According to these

media reports, there may have been three problems as described in Table 4

Table 4:Three problems in cross-border transfer of personal information
by LINE Corporation

No. ’ Description of problem ‘

Personal data may have been entrusted to an overseas company without

Problem 1
sufficient explanation to users.

Problem 2 | Supervision of the overseas entrustee may have been insufficient.

Measures taken for storing personal data (pictures and videos) in the

Problem 3 . . -
overseas cloud service may have been insufficient.

In the following sections, we explain problems 1, 2, and 3 of Table 4 in terms of the current
and revised laws. Among matters that do not pose a problem in terms of the current law, we
explain those that do pose a problem in terms of the revised law.

2.1.3.1 Problem 1: Insufficient explanation to LINE users about the cross-border
transfer of personal information

LINE Corporation announced that the personal information policy presented to LINE users
states that personal information may be transferred abroad with the users' consent or with
the compliance with the law. However, LINE Corporation did not mention which country the
information is transferred to in what situations [8].

The current law as of March 2021 stipulates that the business operator must take advanced
action such as explaining to and obtaining consent from relevant individuals when providing
personal data to a third party (including an entrustee) in an overseas country, but the law
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does not require the disclosure of the name of the country to which the information is
transferred. To be more specific, item 9-2 of the Q&A of the guideline of the Personal
Information Protection Law states, "When obtaining the consent of relevant individuals about
providing personal information to a third party in an overseas country, the way of obtaining
the consent must be appropriate and rational for the relevant individuals to make a decision
on the consent. Examples of ways of obtaining consent include indicating the name of the
country and indicating the situation in which the personal information is provided to the third
party in an overseas country." [9] However, as written by Mr. Sawaki, Q&A of the Personal
Information Protection Law Revised in 2020, states, "The name of the relevant country and
the regulations on the protection of personal information enforced in the relevant country
were not always required to be disclosed," indicating that the requirements of the current law
had limited effect [10]. In view of this statement, the current law did not require the disclosure
of the name of the country to the relevant individuals.

Therefore, the LINE Corporation incident is unlikely to violate the current law in terms of
the provision of personal information to a third party in an overseas country. On April 23,
2021, in the announcement by the Personal Information Protection Committee about
administrative responses based on the Act on the Protection of Personal Information, the
committee pronounced that it was hard to say that the users could not understand the
situation in which the personal information was provided to a third party in an overseas
country because the privacy policy about the first-person informed consent stated the use
purposes of the users' personal information (provision and improvement of services,
development and improvement of contents, and prevention of unauthorized use) and the
provision of the information to a third party entrustee in an overseas country [11]. The
Personal Information Protection Committee pronounced that problem 1 of Table 4 is not
subject to accusation.

For cases in which messages or other personal information are obtained through LINE
services, the Personal Information Protection Committee directed LINE Corporation to clearly
notify users of the scope of personal information obtained and to establish a system for
ensuring the proper display of such notifications. This directive was considered to have been
issued for reasons that information handled by LINE Corporation has high confidentiality and
the amount of personal data is large, although the incident does not violate the law.

What if the revised law was applied to the incident of LINE Corporation? According to the
revised law, information listed in Table 5 below must be provided to relevant individuals in

accordance with revisions (a), (b), and (c) listed in Table 3. China and Japan do not mutually
acknowledge the sufficiency as it is with GDPR of the EU and the Personal Information
Protection Law of Japan. Therefore, differences between China and Japan must be stated
about (a) Regulations related to the protection of personal information enforced in the
relevant country. If a business operator cannot find the difference, it may wait for the summary
of regulations of overseas countries that will be publicized by the Personal Information
Protection Committee for business operators for reference.
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Table 5:Information that LINE Corporation should provide according to

revised Law

Information that should be provided to relevant individuals
about personal information transferred to a third party in an

RSt i overseas country, with the revised law applied to the case of

LINE Corporation

(a) Regulations Description of differences between the law for the protection of personal
related to the ) ) ) )

protection of information of China (where the entrustee is based) and the Personal
personal Information Protection Law of Japan The description may need to
information ) o ] o .
enforced in the include the possibility of the intervention in personal data by the Chinese
relevant country government.

(b) Measures Description of the actual policy of the entrustee on the handling of

taken by relevant . . .
third parties for the personal information including those that are the same as LINE

protection of Corporation and those unique to the entrustee
personal
information

(c) Other relevant | China, as the name of the country that the third party to which the
information

information is transferred is located in

2.1.3.2 Problem 2: Insufficient supervision of overseas entrustee

"Problem 2: Potentially insufficient supervision of the overseas entrustee" means the
problem that employees of a Chinese development company affiliated to LINE Corporation
had access to servers in Japan to view user names, phone numbers, email addresses, and
messages. According to LINE Corporation, no fraudulent access was identified and the
setting was changed in late February of 2021 to prohibit access to the servers from China
[12]. In response to this problem, the Personal Information Protection Committee instructed
LINE Corporation to strengthen the supervision on entrustees. The instructions include
detailed setting of access rights, periodical audit of entrustees, and review of the entrusted
business. The rationale for issuing the instructions is article 22 of the Personal Information
Protection Law, supervision of entrustees. The supervision of entrustees is required not only
for overseas business operators to which personal information is transferred but also for
domestic entrustees. This incident attracted attention because of entrustment to a Chinese
company. However, whether oversees or domestic, the entrusting company must require the
entrustee to conduct necessary and proper management so that personal data is handled
safely by the entrustee.

From the standpoint of security measures, corporations should ensure that privileges
assignment is made based on the policy of minimum privileges and remove any unnecessary
privileges. It is not certain whether LINE Corporation intentionally granted viewing privileges
of personal data for the development in China. However, it is questionable whether real
Japanese user information was necessary for the development at an overseas site.
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2.1.3.3 Problem 3: Insufficient measures for the protection of personal information on
overseas cloud services

"Problem 3: Measures taken for storing personal data (pictures and videos) in the overseas
cloud service may have been insufficient" means that the personal data of users in Japan
was stored in servers of NAVER Corporation of Korea and employees of NAVER had the
access rights of those servers. The media reports that stored data was put under special
security measures such as distributed storage over multiple servers, and server
administrators were not able to view videos and pictures stored [13].

When a corporation that handles personal data uses a cloud service, the corporation must
check whether the use of the cloud service results in providing personal data to the cloud
service provider. The guideline of the Personal Information Protection Law states that
information retrieval using personal data as a retrieval key is an example of the provision of
personal data to a cloud service provider [9]. Direct use of personal data in a cloud service
is considered to be providing personal data to the cloud service. An application running on a
computer or smartphone requires attention if it sends personal data to a SaaS-type cloud
service.

Provision of personal data to a cloud service is entrusted to be the entrustment of personal
data to the cloud service provider. Entrustment of personal data to a third party in an overseas
country basically requires measures described in Figure 1 such as first-person informed
consent. It is the same as the content of Table 3 in that the business operator must inform
relevant individuals of the name of the country that the entrustee is based in and the
existence of regulations in the country to which personal data is transferred.

On the other hand, the provision of personal data to a third party is not considered to exist
in a case where the jobs of the business operator to which personal data is entrusted are
only the maintenance of hardware and software and a case where personal data is not
entrusted to a cloud service provider and the cloud service provider does not handle personal
data stored in servers by contract [14]. As an example of a case that does not provide
personal data, the guideline of the Personal Information Protection Law mentions the
distribution and application of data for system amendment or as malware countermeasures
[9].

LINE Corporation explains that NAVER Corporation, the cloud service provider to which
personal data was entrusted, was not able to handle the personal data owned by LINE
Corporation by access restrictions. This case of Japanese users' personal data being stored
in servers of NAVER Corporation of Korea had not constituted the provision of personal data
to a third party if, in addition to access restrictions, there had been a clause in the contract
between NAVER and LINE Corporation that prohibited NAVER from accessing personal data
on servers. In that case, LINE Corporation could have stored personal data in the cloud
service without other conditions such as the consent of users.

2.1.3.4 Impact of the incident of LINE Corporation and measures to be taken by
corporations

Many government institutions including central government offices had been using LINE
as a formal tool, but the use of LINE Messenger was stopped after this incident. Among 23
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government institutions, 18 were using LINE for their operations, and about 20% of those
operations were handling confidential information including personal data [15]. In a press
conference, President Idezawa of LINE Corporation said, "We should have considered that
it was more of how clear it was to users and how they might feel uneasy, than compliance
with the law [16]." As indicated by what he said, it is essential that a corporation provides
information by which users will know how their data is used. In recent years, some
corporations explain how personal data is handled in a manner clear to users. Apple Inc., a
major IT company in the United States, provides in addition to a privacy explanation A Day
in the Life of Your Data—A Father-Daughter Day at the Playground on the web, which
explains the handling of personal data in a story. The story conveys deep consideration for
users through an explanation from the users' perspective on the flow of personal data in data
sharing, advertisements, and tracking that Apple makes.

2.1.4. Treatment of personal information that corporations

use and provision of information to users

To comply with the article of the revised law about the transfer of personal information to
third parties including those in overseas countries, corporations must grasp how they are
using personal data in order to be able to handle it properly, as indicated in the incident of
LINE Corporation. Also, corporations must establish a system that enables the continued
protection of personal data. There are some corporations that suffer from the malfunctioning
of the audit and correction process of personal data protection. With this revision of the law,
the management of such a corporation should first recognize the protection of personal
information as a corporate issue clearly, and assign an executive controller of personal
information protection in a strong position such as to directly report to the president. With the
strong authority of the controller of personal information protection, the information security
control team can have practical power to exercise initiatives for proper personal data
protection such as the strengthening of employee training and internal audits. For those who
want to know the proper way for personal data protection, where to begin to establish an
organization, or how well the company complies with the law, we recommend to start with
activities according to general standards.

For the protection of personal information, there is JIS Q 15001 (Management System for
Personal Information Protection—Requirements). A corporation handles a wide range of
personal data including member sites on the Web, information of job applicants for the
corporation, past sales data, and employee information. JIS Q 15001 requires corporations
to list them up, evaluate risks, and take measures. The Privacy Mark is a system in which a
third party certifies that a corporation complies with JIS Q 15001. If it is hard for you to list
corporate information or to define a policy of personal information handling, you could go to
a company that helps with the acquisition of the Privacy Mark to ask how you can comply
with the revised Personal Information Protection Law. The Privacy Mark adds to social
credibility because it is granted by a third party.

A common way of disclosing the corporate effort for personal information protection is to
post the privacy policy in the public domain. Information about the transfer of personal data
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to third parties in overseas countries should be included in the privacy policy. Many
corporations post a plain template on their web site without changes. We hope that they use
the revision of the law as an opportunity to establish activities and organizations for corporate
personal data, and publicize them properly and clearly to earn trust from users and build
corporate value.

2.1.5. Impact of toughened penalties on responses to be

made by corporations

Penalties on corporations were significantly toughened by the revision of the law. Penalties
of 100 million yen at a maximum are applicable to the violation of a directive of the Personal
Information Protection Committee and the unlawful provision of a personal information
database, as shown in Table 6. Penalties were significantly raised from a maximum of 0.5
million yen in the former law. Turning our eyes to overseas countries, penalties of GDPR are
20 million Euro (about 2,600 million yen) or 4% of annual earnings at a maximum. Also,
according to the Personal Information Protection Law of China that was disclosed, the
maximum penalty is 50 million RMB (about 800 million yen) [17]. In the background of the
worldwide toughening of penalties of laws for personal information protection, there are
lawsuit risks due to users' rising concerns on personal data protection and the intent of
avoiding economic loss caused by differences from other countries.

Table 6:Changes of penalties by the revision of law

Prison term Fine
Before |After Before At .
.. - . .. er revision
revision [revision revision
- . . . - 6 months |1 year or 300 thousand |1 millionyen or
Violation to a dlret_:tlve ofthe_ Individual orless  lless yen o less less
Personal Information Protection - e
. Corporation, 300 thousand 100 millionyen
Committee
etc. yen or less or less
- 1 year or |1 year or [500 thousand [500 thousand yen
. . Individual
lllegal provision of a personal less less yen or less or less
information database, etc. Corporation, 500 thousand [100 millionyen
etc. yen or less or less
Individual 300 thousand (500 thousand
False report to the Personal yen or less en or less
Information Protection Committee  |Corporation, | 300 thousand (500 thousand
etc. yen or less en or less

Source: Personal Information Protection Committee [18]

Also, the revised law requires corporations to report any potential leak of personal data to
the Personal Information Protection Committee as soon as the leak is suspected. In
consideration of penalties on missed and false reports to the Personal Information Protection
Committee, corporations should establish a reporting system to be prepared for incidents. It
is desirable to prepare a method to track what personal data leaked in what ways.
Corporations have different content of personal data and different ways of handling them, but
general methods to be taken are preparation of a registration book of taken-out personal
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data, everyday collection of device logs and software logs, and preparation of a history
storage of user activities related to emails and uploads.

2.1.6.Conclusion

According to Report of Survey on Efforts of Business Operators on Personal Information
Protection (2017), 12.3% of business operators make cross-border transfers of personal data
[19]. Cross-border transfers are expected to increase in years to come due to the transfer of
IT departments to overseas locations, the increase of offshore development offices, the
increase of cloud sourcing, and the increase of overseas subsidiaries resulting from M&A.

All business operators that are subject to the Personal Information Protection Law must
respond to the new law revised in 2020. Some corporations transfer personal data to third
parties and some do not, but transfer may be taking place in an unexpected situation.
Corporations should review company information on a regular basis, and establish a system
for providing proper information to users as necessary.
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2.2. Embezzlement from customers' accounts
by a member of securities trading system
development team

Matsui Securities Co., Ltd. announced that a former employee of a subcontractor (SCSK
Corporation) that undertook the development and operation of a securities trading system
unlawfully withdrew about 200 million yen from customers' securities accounts, and the
former employee was arrested [20].

A distinctive feature of this incident is that it took two and a half years from the start of the
criminal act to its discovery, and another year until the arrest of the criminal. In January 2020,
Matsui Securities received a query from a customer that there was a transaction that the
customer did not remember. Matsui Securities investigated and found that a former employee
of a subcontractor (SCSK Corporation) had unlawfully accessed the information of multiple
customers, impersonated them, and withdrawn money (Figure 2). Matsui Securities paid the
whole amount to the affected customers, and SCSK paid damages to Matsui Securities.

(1) Opening a securities account (3) Stealing customer information
Cus_tc_mers Securities company }4 Former employee
(Victims) ‘ (attacker)
(5) Impersonating customer;
(2) Opening destination to withdraw mone
bank accounts (4) Opening fraudulent

Bank X

Accounts in the
name of

BankY

Accounts in the
name of
customers
fraudulent;

bank accounts using
customer personal
information

customers
regular

Figure 2: Overview of the incident

2.2.1.Details of the incident

Based on reports from Matsui Securities and SCSK [21], we will explain the flow of the
preparation of fraudulent withdrawal (Figure 3) and the flow of the execution of fraudulent
withdrawal (Figure 4).

€ Preparation of fraudulent withdrawal (Figure 3)

The former employee that committed fraudulent withdrawal was an employee of SCSK
Corporation, to which Matsui Securities entrusted the job of system development and
operation. The person had access rights to the production environment and the development
environment to conduct development and operation [22]. The former employee exploited
these access rights to make a backup that contained customer IDs and passwords in the
production environment and copied the backup to the development environment. The person
extracted customer information from the backup to send it to the email address of the person.
Then, the person impersonated the victims using obtained customer information, and opened
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false bank accounts in the names of the victims.

(1) Accessing as a Securities trading (2) Creating backup data
Former system administrator system that includes
employee g (production customer information
environment)
(5) Opening bank (4) Sending customer
accounts in the information to the (3) Duplicating the backup data
name of victims personal email address
using customer
information +
A4 i .
II' Securities trading
system
(Development

environment)

Figure 3: Flow of the preparation of fraudulent withdrawal ((1)—(5))

€ Execution of fraudulent withdrawal (Figure 4)

The former employee used IDs and passwords contained in the obtained customer
information to access the securities trading system, and raised cash from customers'
securities through trading. The former employee transferred the cash converted from
securities and the cash deposited in the securities accounts to the false bank accounts
opened in the name of victims, and then withdrew the cash from those bank accounts. This
incident was not found until a victim accessed the securities trading system and found a
transaction that the victim did not remember.

(6) Impersonating
customers to access
Former the system .| Securities trading : (7) Trading securities

employee system
(production

) environment)
(9) Withdrawing (8) Transferring money to 3
fraudulent accounts opened

money from in th Fvicti

in the name of victims
fraudulent (10) Accessing their own securities
accounts account

A 4

Bank Victim

Figure 4: Flow of the execution of fraudulent withdrawal ((6)—(10))

This fraudulent withdrawal amounts to about 200 million yen affecting 15 customers.
Matsui Securities announced that it had paid the whole amount to all affected customers.
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2.2.2.Distinctive feature of the incident

€4 Time elapsed from committing the crime to the revelation of the crime

The former employee had been in charge of the system operation of Matsui Securities
since joining SCSK for 18 years, and, as the project leader, was familiar with the business
flow and the system structure [22]. Table 1 outlines the history of the former employee from
joining the company until being arrested.

Table 1: History of the former employee from joining the company until
being arrested

April 2002 The former employee joins the company.
June 29, 2017 to 12 | Fraudulent withdrawal is executed.
November, 2019
January 2020 A customer makes a query.

Matsui Securities starts investigation.

Matsui Securities reports to the control authority and starts
consulting the police.

September 2020 SCSK submits a written accusation to the police.

March 24, 2021 The former employee is arrested and dismissed by the company.

The former employee started the crime in June 2017 and it was not until January 2020 that
a customer noticed it and made a query, which means a maximum of two and half years had
elapsed. The reason that the crime was not found for a long time is presumed to be that the
former employee studied the trading history and other information to select, as victims of
fraudulent withdrawal, customers who had less frequent transfers from/to their accounts and
less frequent access to the securities trading system. The former employee may have
investigated the trading history and access history through the repeated retrieval of customer
information to carefully select customers with which fraudulent withdrawal was unlikely to be
found.

¢ Taking out customer information from production environment to
development environment
The Control Standard of Description of Security Measure Standard for Computer Systems
of Financial Institutions (Revision 9) [23] (Security Measure Standard, hereafter) issued by
Financial Information System Center (FISC, hereafter) states the following for the prevention
of fraudulent activities:

Clarify the scopes of work, responsibilities, and authorities and establish a
mutual supervision mechanism for the smooth and proper operation of jobs
related to computer systems and for the prevention of fraudulent activities.
(snip) If it is difficult to segment the operating organization, responsible
persons must be rotated periodically to have the effect of mutual supervision
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[24].

Matsui Securities is audited by the Financial Services Agency for compliance with the FISC
Security Measure Standard, so Matsui Securities is considered to have taken measures
against internal fraud according to the above Control Standard of the Security Measure
Standard. However, in this incident, the criminal took out customer information that should
have been strictly protected. To the former employee that had access to the development
environment, access rights to the production environment were also given for system
maintenance and operation, resulting in a period in which the same person has access to
both environments. This situation presumably enabled the former employee to send
customer information obtained from the production environment to the development
environment without being noticed by other system operation personnel.

€ Acquisition of IDs and passwords of customers

Even if one succeeds in taking out customer information from the production environment,
the person cannot use customer information fraudulently if it is encrypted. The section of
Practice Standard of the FISC Security Measure Standard states the following for data
protection:

Protect important data to prevent information leak through fraudulent
duplication and theft. (Snip) Especially, a repository of personal data must be
protected by means such as encryption and passwords so that the data
content is not revealed even if it is duplicated fraudulently or stolen. Data
accumulated through electronic transactions must also be protected by
means such as encryption and passwords. [25]

In a publication, Matsui Securities says that it cannot answer questions on the security
measures at the time of the incident because it affects security [26], but the company was
presumed to have taken various data protection measures such as encryption of databases
and access right restriction. If that is the case, the former employee had not been able to
exploit customer IDs and passwords even if the person was able to transfer them from the
production environment to the development environment. The former employee presumably
found a security hole based on knowledge accumulated through long-standing system
development to retrieve and decrypt the customer information. One possibility is that the
decryption keys of the production environment and the development environment were the
same so that decryption was possible once information was taken out.

€ Reason that a third party was able to withdraw money

The law prohibits transactions under a name different from the owner of the account, so
that cash transfer to a third-party account is also prohibited. Therefore, withdrawal from a
securities account is possible only by the customer that owns the account. However, in this
incident, the former employee, a third party, impersonated customers by stealing customer
information submitted to Matsui Securities, opened bank accounts in the name of the
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customers, and used those accounts as cash transfer destinations. The former employee
used IDs and passwords of accounts that do not have multi-factor authentication setting for
access to the security trading system to transfer cash, which is recognized as the same
activities, in terms of the system, as real customers transferring money to their bank accounts,
making it difficult to recognize those activities as a criminal act of a third party.

2.2.3.Countermeasures

In addition to preventive measures, another important thing about security measures is the
prior consideration of ways for early detection and incident handling, on the assumption that
incidents will happen. Described below are proposed measures to be taken by different
parties.

A) Operation department

€ Preventive measures

President Warita of Matsui Securities apologized in a press conference mentioning the
insufficiency of fraudulent activity prohibition measures and the monitoring system. Mr. Warita
also said that they would review the authorization procedure as a preventive measure against
customer information transfer from the production environment to the development
environment [27]. One thing that you should keep in mind is that making the entire
authorization procedure too strict and complicated may result in a procedure of only formality
and that does not function properly. Therefore, you should design operation procedures
based on risks in consideration of handled information and the importance of operations—
for example, using a strict authorization procedure for the application for access rights to files
that contain personal information, and using a simple procedure for the application for the
retrieval of application logs. You should aim for balanced preventive measures that do not
burden the operation.

For example, the customer procedure may allow customers to use the online procedure to
specify a transfer destination bank account only once after the opening of a security account,
and for later changes of the bank account, the procedure may require a procedural document
to be sent to the registered residential address. Appropriate levels of identity confirmation
and authentication should be applied in accordance with the importance of different
procedures. Quarterly Report on Global Security Trends of the 2nd quarter of 2020 describes
an incident of fraudulent access to an online settlement system. That article explains a
convenient authentication method that uses eKYC for online settlement services [28].

€ Early detection

It is not practical to visually and meticulously check all operation logs of the production
environment because of the burden of the work. The use of a detection system based on
UEBA (User Behavior Analytics), which analyzes the behaviors of users and devices, is
effective to automatically detect suspicious behavior that may be linked to internal fraud. A
UEBA-based detection system can automatically detect unusual behaviors of users and
devices through the analysis of operation logs. For that purpose, it is essential to understand
the system comprehensively and design and configure the system so that access to sensitive
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information and important operations are recorded in the operation log.

The FISC Security Measure Standard states, "5. When a financial institution entrusts an
operation, the institution must evaluate and verify the execution of the entrusted operation
and the observance of rules by workers of the entrustee [29]." When the development
department of the entrustee accesses the production environment for special operations
such as system troubleshooting and software version updates, the entrustor must make a
visual examination of the operation log during the operation for any activities violating the
rule.

B) Development department

€ Preventive measures

You must create a mechanism for preventing sensitive information from being taken out
and easy finding of fraudulent activities so that even employees that understand the system
security design cannot make fraudulent activities. Internal fraud can be prevented by
establishing a procedural mechanism in which multiple workers must attend in the execution
of a command or file access that requires high privileges such as obtaining customer
information from the production environment or sending customer information to the
development environment, or a procedural mechanism in which the execution of a high
privilege operation must be reported to the operation department, which is different from the
department that the executing worker belongs to. Internal fraud can also be prevented by
restricting data that can be taken out from the production environment, and segregating the
environment used for the analysis of data that includes personal information from other
environments. The operational burden becomes too heavy if you set a rule that require two
workers for all operations or set a low detection level that causes too many notifications. Too
many notifications may result in a looser visual check and overlooking of fraudulent activities.
You should make a risk-based design and introduce multiple tier privileges. In the event of
troubleshooting, the workers may apply for privileges that are higher than those required for
the work to be done, in order to be prepared for unexpected additional work. Basically, they
should apply for the lowest privileges that are necessary. We recommend that you break the
work procedure down to a series of command executions, and based on it, make a
mechanism for checking the operation log automatically.

The former employee had engaged in the same system from development to maintenance
and operation. Latent risks can be reduced by a mechanism for distributing authority over
multiple staff members and the rotation of persons in charge.

€ Early detection

In system troubleshooting, an unexpected operation may become necessary that is difficult
to foresee in advance such as retrieving data from the production environment and granting
special privileges. In such an event, fraudulent activities can be identified by ensuring the
traceability of data and involving multiple knowledgeable people from not only the operation
department but also the development department to check the operation log.

C) Customers
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€ Preventive measures

In the preparation stage of this incident, the criminal obtained personal information and
opened bank accounts to use as cash transfer destinations in a way that customers cannot
notice. However, fraudulent login to the securities system could have been prevented and
detected if a security function available in the system had been enabled. If multi-factor
authentication had been enabled, the former employee would not have been able to log in
by impersonating customers. Access from third parties can be prevented by enabling multi-
factor authentication for account access and restricting source devices and IP addresses,
although security functions that can be used depend on services that the financial institution
provides.

€ Early detection

As a method of detecting fraudulent login and transactions made by third parties, many
systems send notifications to configured email addresses in the events of login, an operation
on account setting, and a change of security settings. These settings help relevant customers
to notice at an early stage any operations that they do not remember to have made. Also, the
use of a money diary application to oversee the cash flow helps to recognize fraudulent
activities.

2.2.4.Conclusion

We have considered countermeasures from multiple viewpoints based on the internal fraud
incident at Matsui Securities. Financial services are more difficult than other systems to
balance security and convenience—improving security by making identity verification stricter
makes the customer procedure less convenient, and providing simple online procedures
adversely affects security measures. To provide services that customers can use with peace
of mind and consider to be convenient, a risk-based approach is effective, in which you
conduct necessary and sufficient risk management for different functions and operations
individually. The rate of the use of online services is increasing every year in settlement
services. The government will also probably promote online procedures and digitalization for
financial services by, for example, increasing types of taxes that can be paid online. We hope
that corporations that engage in financial systems will consider security measures with
reference to this report. We also hope that customers who use financial systems will properly
reconfigure security settings of online financial services that they use to prevent cyber-
attacks and internal fraud.

21
© 2021 NTT DATA Corporation



Data Breach

3. Data Breach

In March 2021, there was fraudulent access to a system of the Society of International
Telecommunications of Airlines (SITA, hereafter), which compromised the member
information of Star Alliance and Oneworld. Among the members of Star Alliance, there is All
Nippon Airways, which is affiliated with ANA Holdings, which is an entrustor of SITA, and
among the members of Oneworld, there is Japan Airlines, which is an entrustor of SITA. This
report discusses the views of entrustor airline companies on the causes and
countermeasures of the data breach on the entrustee SITA, compares different legal systems,
and compares impacts of media reports on the SITA case and the LINE Corporation case.
This report also follows up on the case of the data breach of Salesforce, which still continues
due to improper settings.

3.1. Data Breach on SITA

3.1.1.Overview

The data breach of SITA damaged British Airways, which is a member of Oneworld, and
United Airlines and Singapore Airlines, which are members of Star Alliance. Among Japanese
airline companies, All Nippon Airways suffered a data breach of about 1 million items of the
member information and Japan Airlines suffered about 0.92 million items. The content of
member information leaked was the following [30] [31]:

® Full name in alphabet characters
® Membership number
® Member tier status

The damaged airline companies shared member information with partner airline
companies through SITA to provide services to their member customers when they use
partner airline companies, as illustrated in Figure5. A server of SITA located in the United
States was compromised resulting in a data breach.

The cause of fraudulent access is not disclosed, but SITA has already disconnected the
compromised system from the Internet and is now further investigating for any other data
breaches. This incident is considered a supply chain attack because customer information of
an entrustor leaked from an entrustee [32].

22
© 2021 NTT DATA Corporation



Data Breach

Providing member
information Partner airline 1

Fraudulent access | | SIT, Ao A pr—
to server
@ US affiliate ~—_ Airline C Airline D
Member information
shared among
e member airlines Partner airline 2
Attacker Airline W Airline X

Airline Y Airline Z

Figure5: Provision of member information and fraudulent access

3.1.2. Causes and countermeasures of information theft from

an entrustee

The report of the 3rd quarter of 2020 introduced three types of supply chain attacks: (1)
attack using the entrustee as a launching pad, (2) software supply chain attack, and (3)
information theft from an entrustee. This incident is categorized in (3) information theft from
an entrustee.

In the event of a data breach at an entrustee, the entrustor must respond to it according to
the Personal Information Protection Law. Basically, the entrustor reports the incident to the
Personal Information Protection Committee and other related institutions. Also, in the case
of the leak of personal information, which may damage individuals, the entrustor should notify
and alert affected individuals to prevent secondary damage.

In this incident, the system was shared by multiple partner companies. Therefore, building
the system according to the governance policies of individual companies is considered to
have been difficult for SITA. The fact that the data breach encompassed multiple groups of
partner airline companies simultaneously indicates the possibility that administrative
privileges of the system and database were not segmented into different groups or the
database was not encrypted. When important information is entrusted, the entrustor should
confirm that the entrustee is taking sufficient measures against supply chain attacks of (3)
information theft from an entrustee. For example, the entrustee should take measures for
protecting sensitive data even when an attacker compromised the administrative privileges
of the cloud system or core system of the entrustee.

3.1.3.Legal system applied to overseas entrustees

Switzerland, the head office location of SITA, enforces the Federal Act on Data Protection
(FADP, hereafter), whose revision was enacted on September 25, 2020 and will be enforced
in the middle of 2022 [33]. The revised law consists of 74 articles, and largely reflects General
Data Protection Regulation (GDPR, hereafter). However, the current version of the law,
enacted in 1992 with only 39 articles, will continue to take effect until the enforcement of the
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revision in 2022, so it is not good enough to maintain sufficient acknowledgment in terms of
the current GDPR [34]. Therefore, if the system of SITA was designed, built, and operated
based on the current law, its security measures may not have been sufficient. In a case of
overseas entrustment, the entrustor should compare the legal system applied to the
entrustee with GDPR and the Personal Information Protection Law to confirm that the
security requirement level is high enough.

3.1.4. Comparison of media reports on SITA and LINE

Corporation

In March 2021, there were intense media reports on the handling of personal information
by LINE Corporation.

With the news that an entrustee in China had access to the data of registered email
addresses, names, personal correspondence, etc. [12], concern about potential privacy
invasion arose among LINE private users. Government agencies and local governments that
had been using LINE in their operations and services stopped using it due to the fear of the
violation of the Personal Information Protection Law about the storage location of highly
confidential data handled through LINE and data exchange with overseas entrustees. The
Ministry of Internal Affairs and Communications stopped the use of LINE although external
fraudulent access or a data breach was not identified.

On the other hand, the incident of SITA was not covered widely by the media despite the
data breach. This difference is considered to be owing to the difference of the importance of
data and the size of data leaked in the case of SITA. While the data that LINE Corporation
holds includes various important contents such as pictures (including those of insurance
cards), videos, and transaction information of settlement services, the data that SITA holds
only includes names in alphabet characters, member numbers, and member tier statuses.
The number of members of ANA Mileage Club of All Nippon Airways amounts to about 37.02
million [35], and the number of members of JAL Mileage Bank of Japan Airline amounts to
about 30 million [36]. Among them, personal information leaked in this incident is about 1
million items for All Nippon Airways and 0.92 million items for Japan Airlines. The impact on
domestic users of All Nippon Airways and Japan Airline is considered small because the
number of items of the personal information leaked was relatively small compared to the total
numbers of users of these two companies and the types of personal information were less
effective for identifying individuals for malicious purposes than those of LINE Corporation.
These factors are considered to have made media reports less active.

3.2. Data breach through Salesforce (continued
report)

The data breach attributable to the inappropriate settings of Salesforce described in the
report of the 3rd quarter of 2020 continues to the 4th quarter with several reported incidents.
For many cases of data breaches made through Salesforce listed in Table 2, causes were
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the same as those reported for the 3rd quarter. The organizations that suffered a data breach
may have been slow in responding to the information provided by Salesforce.com or took too
long to analyze the data leading to delayed announcements. In the report of the 3rd quarter,
we recommended that cloud service providers make a safe initial setting to prevent users'
setting errors. In line with this recommendation, Salesforce.com started granting minimum
access rights to general users and forcibly applying the security policy that makes guest
users'initial setting as safe as possible, as countermeasures against inappropriate privileges
setting in guest users' access control.

Incidents of freee K. K. and AEON Co., Ltd. in Table 2 have different causes than past
incidents listed in the report for the 3rd quarter of 2020. Causes of past data breach cases of
Salesforce were inappropriate privilege settings of guest user access control. However, freee
K. K. explains that the incident affecting the company had a different series of events than
those of other companies [37]. The cause of the incident of freee K. K. is presumed to be
that the storage location of entry forms to be sent had inappropriate privilege settings of
access control. As a result, the contents of forms to be sent became viewable from outside.

Table 2: Salesforce data breach cases in 4th Quarter of 2020

[38] [39] [40] [41] [42] [43]
Date
published

1/27 AEON A defective setting of a query form of AEON
resulted in unauthorized access to 859 items of
information that contains names, genders, email
addresses, phone numbers, and query contents.
2/10 freee A defective setting of a query form of freee K. K.
made the sent contents viewable from outside.
2/10 Ryobi Systems A third party accessed some customer
information held by a local government system
that Ryobi Systems offered. The access was shut
off by changing the setting of the system. Details
of access made before the setting change are
now under investigation.

3N Konami Digital A defective setting of a customer management
Entertainment system deployed on a cloud service allowed a
Konami Amusement third party to have access to customer personal
information.

3/8 SMBC Trust Bank Personal information of customers who have just
SMBC Nikko Securities | opened accounts leaked for a maximum of 101
customers of SMBC Trust Bank and a maximum
of 50 customers of SMBC Nikko Securities.

3/16 Japan International The international job-hunting site "PARTNER"
Cooperation Agency operated by Japan International Cooperation
Agency had access from a third party for viewing
personal information.

Organization Overview
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3.3. Conclusion

For supply chain attacks, security measures are required to be taken by a wide range of
organizations including entrustors and entrustees. However, in the incident of SITA, basic
security measures for database systems may have been insufficient in the first place such
as unencrypted databases and unsegmented administrative privileges of systems and
databases, before worrying about supply chain problems. Fortunately, the impact on
domestic users of All Nippon Airways and Japan Airlines was small because the magnitude
of the data breach was insignificant compared to the total number of users of the two
companies and the leaked personal information was not very effective for identifying
individuals for malicious purposes. If a larger amount of information had leaked, the damage
would have been enormous.

Most cases of data breaches made in the 4th quarter of 2020 made through Salesforce
were attributable to the same causes as data cases reported for the 3rd quarter. As a
countermeasure against defective privileges setting in guest users' access control,
Salesforce.com started to enforce secure initial settings. It is difficult to eliminate setting
errors just by calling users' attention and enlightening them, so service providers should
introduce secure standard settings and system-based countermeasures. The cases of freee
K. K. and AEON listed in Table 2 were owing to different causes than the Salesforce cases
reported for the 3rd quarter of 2020. Details of their causes have not been announced, but
we presume that insufficient understanding by cloud service customers and insufficient
explanation by the cloud service providers were responsible for these incidents as it was with
those reported for the 3rd quarter of 2020. We also suspect that similar problems still remain
in Salesforce. Cloud service customers alone cannot find similar problems. We expect
investigations to be made by security experts and Salesforce.com.
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4. Vulnerabillity

In this report, we explain the vulnerabilities of Microsoft Exchange Server. Multiple
vulnerabilities are combined in this case of Microsoft Exchange Server, and among them, the
most significant one is listed in JVN with CVSS v3 base value 9.1, which is very severe.
Some of them have already found to have been exploited. There is an urgent need for
applying the correction program and taking mitigation measures.

4.1. Vulnerabilities of Microsoft Exchange Server

Microsoft released a non-regular security update program on March 3, 2021 [44]. Among
seven vulnerabilities that this program amends, the following four vulnerabilities have already
found to be exploited.

Table 3: Vulnerabilities of Microsoft Exchange Server found to have been

exploited
SSRF (Server Side Request Forgery: Attack on servers that
cannot be accessed directly) vulnerability
Unsafe deserialization vulnerability of an undefined messaging
service
CVE-2021-26858 | Writing in arbitrary files
CVE-2021-27065 | Writing in arbitrary files

CVE-2021-26855

CVE-2021-26857

Cybersecurity and Infrastructure Security Agency (CISA) issued an urgent directive for the
above vulnerabilities [45]. Urgent directives of CISA are issued based on a law that allows
CISAto issue them to government institutions when a severe cybersecurity threat is identified.
Microsoft Exchange Server is a product that is listed for standard procurement made by the
US government. CISA issued the urgent directive because such vulnerabilities of products
may cause the leak of confidential information of the government.
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4.2. Timeline

Table 4 shows the series of events that happened since the vulnerability was found.

Table 4: Events happened until the disclosure of vulnerabilities of
Microsoft Exchange Server

December 10, 2020 DEVCO.RE. found the vulnerability (CVE-2021-26855) of an
authentication proxy. [46]

January 3, 2021 Volexity found a cyberattack that exploits the above vulnerably. [47]
January 5, 2021 DEVCORE reported to Microsoft. [46]

Dubex reported to Microsoft about an attack that exploits a
deserialization vulnerability (CVE-2021-26857).

Exploitation of this vulnerability by multiple attacking groups were
identified.

March 3, 2021 Microsoft distributed a correction program.

January 27, 2021

February 28, 2021

One of the vulnerabilities was found by Orange Tsai of DEVCORE (security company in
Taiwan) on December 10, 2020, which is earlier than the publication by Microsoft on March
3, 2021. This is a zero-day vulnerability; that is, a vulnerability exploited before the publication
of the vulnerability. After the distribution of the correction program on March 3, 2021, a PoC
code was posted on GitHub and a sharp increase was found in attacks that exploit this
vulnerability. Microsoft says that HAFNIUM, an attacking group that operates in China, and
ransomware DearCry are exploiting this vulnerability [48]. Exploitation by other multiple
attacking groups has also been reported. Being zero-day attacks, many cases of these
attacks are considered to have made on organizations that have not amended the
vulnerabilities. KrebsOnSecurity reports that at least 30,000 organizations have suffered
attacks on these vulnerabilities [49].

4.3. Attacking steps and countermeasures

Attackers exploit the SSRF vulnerability (CVE-2021-26855) on port 443 to bypass the
authentication of Microsoft Exchange Server, and then can exploit the deserialization
vulnerability (CVE-2021-26857) to impersonate the administrator. This method of attack was
named Proxylogon by DEVCORE because it exploits the proxy architecture and logon
mechanism of Microsoft Exchange Server. Having impersonated an administrator, the
attacker can execute any code. The attacker can write in any file exploiting vulnerabilities
CVE-2021-26858 or CVE-2021-27065.

Microsoft publicized a correction program, mitigation measures, and a tool that checks for
the SSRF vulnerability (CVE-2021-26855) [44]. Because this vulnerability is a zero-day
vulnerability, systems that are open to the Internet may have been compromised before the
delivery of the correction program. If an attacker has set a back door, the attacker can enter
the system through the back door even if the system has the correction program applied. You
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should investigate your system for any trace of an attacker that has compromised the system.
If you find that an attacker entered the system, you must physically disconnect the system
from the network to shut the attacker out and remove the back door before applying the
correction program.
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Figure 6: Exploiting chain of Microsoft Exchange Server [50]

4.4. Conclusion

In this report, we explained zero-day vulnerabilities of Microsoft Exchange Server. Palo
Alto Networks postulates, from the result of the investigation by the Expands platform, that
more than 125 thousand Microsoft Exchange servers open to the Internet were remaining
around the world as of March 8, five days after the publication of the correction program [51].
Many organizations did not take timely actions against these dangerous vulnerabilities even
though there were attacks causing damage.

The reason for delayed actions may be that these organization were not capable of taking
action after the publication of the vulnerabilities. In the cyber risk survey made by the General
Insurance Association of Japan on small business operators in 2019, many companies said
that they do not know how to respond to cyberattacks and they do not know who to consult,
compared to large companies. Also, 24% of these companies answered that they were not
taking measures against cyberattacks. These companies may not be taking care of
vulnerabilities as well [52]. Companies that do not take care of vulnerabilities should first
check the software versions of company systems. If there are systems or software that has
dangerous vulnerabilities remaining, you should apply patches as soon as possible. The
application of patches does not end by applying them only once. You should continue the
periodical checking of vulnerability information and the application of patches. Define an
organizational system and an action cycle for vulnerability responses, and operate them
continuously. Also, collect system and software vulnerability information as quickly as
possible. If you cannot collect vulnerability information frequently, we recommend that you
use a service that automatically delivers vulnerability information and a tool or service that
supports version management.
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5. Malware/Ransomware

5.1. Summary of the 4th quarter of 2020

Reports on damage cases caused by malware and ransomware continue from the 3rd
quarter of 2020. Malware Emotet has caused great damage around the world from 2014 to
recent years, but the European Police Office (EUROPOL) and the European Union Agency
for Criminal Justice Cooperation (EUROJUST) announced that they succeeded in stopping
the operation platform that remotely controls Emotet.

As for smishing that was described in the report of the 4th Quarter of 2019, damage is
expanding in Japan due to the slow implementation of countermeasures [53] [54] [55].

In this report, we describe the sequence of events that terminated the operation platform
of Emotet, which had been causing damage since 2014, and responses made to Emotet in
Japan, as well as the changing attack method of smishing and its damage cases reported in
Japan.

5.2. Emotet takedown operation (Operation
LadyBird)

Malware Emotet infects a computer when the computer user executes an attached file of
an attack email that is disguised as a legitimate email to steal information stored in the
computer or infect the computer with other malware [56]. The attacker makes a targeted
attack on an aimed, user using Emotet [57]. On 27 January, 2021, the operation platform of
Emotet was stopped by the police agencies of the Netherlands, Germany, the United States,
the United Kingdom, France, Lithuania, Canada, and Ukraine cooperating under the
orchestration of EUROPOL and EUROJUST [58]. Operation LadyBird was carried out
through the following events [58]:

(1) Seizure of the upstream C&C server that remotely operated Emotet
(2) Detoxification of Emotet by controlling it
(3) Arrest of members of Emotet operation and maintenance group

This report explains the details of the Emotet takedown operation.

5.2.1. Takedown of Emotet through international cooperation

The police agencies of the Netherlands, Germany, the United States, the United Kingdom,
France, Lithuania, Canada, and Ukraine cooperated to investigate the operation platform of
Emotet [59].

In August 2018, the German police started an investigation of Emotet, which had spread
in Germany. Through the investigation, the police found multiple C&C servers that constituted
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the Emotet botnet [60]. By analyzing the data stored in the seized C&C servers in Germany,
the police found other C&C servers that were operated in multiple countries in Europe and
identified the range of the infection of Emotet. Because the identified C&C servers were not
located in Germany, the German police cooperated with the international police and the
police agencies of other countries to proceed with the investigation. Consequently, they
seized C&C servers in the Netherlands, Lithuania, and Ukraine that constitute the Emotet
botnet [60]. By analyzing the data of the seized C&C servers, they finally located and seized
two upstream C&C servers that remotely controlled Emotet through the botnet [61].

The Dutch police used the seized C&C servers to change the Emotet setting so that
computers that were infected with Emotet communicate only with the C&C server that was
controlled by the Dutch police [62]. After that, the police distributed a detoxified version of
Emotet from the C&C server to update the infected computers with the detoxified Emotet [59]
[61]. This operation detoxified a large number of Emotet codes to end the Emotet issue [62].

In addition to the seizure of the operation platform of Emotet, Operation LadyBird
succeeded in arresting some members of the group that operated and maintained Emotet.
The Ukrainian police officers that were engaged in Operation LadyBird arrested two suspects
who were considered to have maintained the operation platform of Emotet [63]. From the
information seized in this arrest, the police found that Emotet caused damage worth 2.5
billion dollars to financial institutions in the United States and Europe [63]. These two
suspects may be sentenced to a maximum prison term of 12 years due to unauthorized
access, the creation of malware, fraud, and so forth [63] [64]. The Ukrainian police identified
other groups that committed the Emotet cyberattack and are working to arrest them [63].

5.2.2. Activities after the takedown of Emotet

Operation LadyBird seized and stopped multiple C&C servers but could not stop all C&C
servers. So, the German police installed a sinkhole server for Emotet. A sinkhole server is a
special DNS server that returns a harmless IP address as the response to a malware-
originated name resolution request for C&C servers. In this way, the sinkhole server prevents
communication from malware to the C&C servers and identifies the IP address of machines
that are infected with malware.

The operation by EUROPOL and EUROJUST detoxified Emotet, but did not eliminate the
secondary infection of malware Ursnif, Trickbot, Qbot, Zloader, and IcedID [65]. After
Operation LadyBird stopped the operation platform of Emotet on January 27, 2021, the IP
addresses captured by the Emotet sinkhole server controlled by the German police and the
email addresses found in the data stored on the seized C&C servers were provided to the
CSIRTs of individual countries. The CSIRTs of individual countries expelled secondarily
infected malware using these IP addresses.

Communication data of computers in Japan infected with Emotet has started to be
provided to JPCERT/CC when they computers communicate with C&C servers that the
German police controls [58]. JPCERT/CC found based on the communication record that
about 900 computers in Japan were infected with Emotet. Among them, 500 computers
remained infected after February [58].
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JPCERT/CC provided the IP addresses of infected computers received from the German
police to Internet service providers. Internet service providers derived Emotet-infected
computers from these IP addresses and informed the users of these computers about how
to remove malware of secondary infection. Users that received this information removed
malware of secondary infection [66] [67].

Stolen information that may have spread over the Internet has not been collected or
deleted. The Dutch police collected stolen information stored in the seized C&C servers, and
opened a website where the users of infected computers can investigate whether their
information was stolen or not [62]. On this website, users can check whether their credentials.
such as email addresses, account names, and passwords, or other information have been
stolen or not by entering their email addresses. Users should change their passwords to
prevent the exploitation of credentials for fraudulent login to different services if their
credentials have been stolen.

The termination of the operation platform of Emotet is a great accomplishment achieved
through the cooperation of the police agencies of the Netherlands, Germany, the United
States, the United Kingdom, France, Lithuania, Canada, and Ukraine under the orchestration
of EUROPOL and EUROJUST. Although Emotet was terminated by Operation LadyBird,
Emotet-like malware IcedID, which was introduced in the report for the 3rd Quarter of 2020,
is still active [62]. Attacks will not cease. We must continue to take action.

5.3. Recent trend of smishing

Smishing is a type of phishing scam that steals information. The attacker sends to
smartphones an SMS message that impersonates a legitimate shopping site or service such
as a courier notification of delivery in absence to lure users into a fraudulent website for the
theft of personal information, credentials, and other information [68].

This report we will explain the attacking method, current status of damage, and
countermeasures of smishing, which is now spreading and causing damage.

5.3.1. Current status of smishing damage

While cases of phishing scam damage are increasing overall, those of smishing are also
increasing. As for the number of cases of overall phishing scam damage in the 4th Quarter
of 2020, the number of reports in January 2021 exceeded that of January 2020, February
had a lower number of reports, but the number reached the level of January in March [53]
[564] [55]. The Council of Anti-Phishing Japan reports that smishing damage is on the increase,
although they do not report the number of cases [53] [54] [55]. Japan is not the only country
that suffers pervasive smishing damage. According to the FBI report on the survey of Internet
crimes targeting American citizens, the year 2020 alone had 241,342 cases with the damage
estimated at about 54 million dollars [69] [70]. Phishing scams including smishing are
increasing also in the United States.
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5.3.2. Types of smishing

Smishing messages that lure users into fraudulent websites can be categorized into
messages disguised as services and messages disguised as security functions of services
as shown in Table 5.

Table 5: Messages that lure users into fraudulent websites

Type Description

Sending a false SMS message disguised as a notification SMS message sent
from a service
Disguised | [Example]
as ® Sending a message disguised as a notification of delivery in absence sent
services from a courier such as Kuroneko Yamato and Sagawa Express [71]
® Sending a message disguised as a shipment notification sent from a
shopping site such as Rakuten Ichiba [72]
Sending a message disguised as a message of multi-factor authentication or
access confirmation for the use of a service

[Example]
Disguised | ® Sending a message disguised as an alarm message sent from Sumitomo
asa Mitsui Banking such as "An unauthorized access from a third party was
security detected. Please check your account." [73]

function | ® Sending a message disguised as a message from Sumitomo Mitsui
Banking for the approval for payment

® Sending a message disguised as a message for SMS access
confirmation

Attackers use messages as listed above to lure users to fraudulent websites and have
users execute fraudulent applications to steal their information. Table 6 explains methods of
stealing user information.

Table 6: Methods of stealing information
Type | Description |
The attacker includes the URL of a fraudulent website in an
SMS message to have the user access the website and enter
the user's personal information and credentials in order to steal
information. [71]
The attacker includes in an SMS message the URL to have the
user download a fraudulent application. Then, the user installs
the fraudulent application and grants the application with
privileges. As a result, the fraudulent application retrieves
information from the address book in the smartphone and
sends it to the attacker on the Internet. [72]

Fraudulent website

Fraudulent application

The attacker exploits the information obtained by the above methods for the malicious use
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of services such as fraudulent transfer of money by online banking or for further smishing
attempts.

5.3.3. Countermeasures against smishing

According to the report of Proofpoint, many users are still not aware of smishing attack
methods. The report also states that more than half of the surveyed companies do not
conduct security training for smishing [74]. In view of the above report, the reason that
smishing damage continues to happen is insufficient awareness raising about smishing for
users.

Users who do not know of smishing should first know the existence and danger of the
cyberattack called smishing. General users probably do not often view the website of the
Information-technology Promotion Agency (IPA), which provides information on information
security. Therefore, financial institutions and service providers such as carriers that are
exploited by smishing must actively raise awareness in service users. Service providers can
let many users know of smishing by active raising awareness about smishing through their
websites and applications used by users. Also, if service providers disclose real examples of
smishing SMS messages to raise awareness, the probability and the number of cases of
service users deceived by smishing SMS messages will decrease. Such support will also
help to earn a sense of security and credibility from service users.

Organizations such as corporations can enlighten employees with knowledge and skills
related to smishing by periodical security training and phishing simulation exercises.

In recent years, we have seen sophistication in smishing messages, phishing messages,
fraudulent websites, and fraudulent applications. The prevention of damage is becoming
difficult only with the above awareness raising on smishing SMS messages. In these
circumstances, we recommend that users introduce the following functional and technical
countermeasures:

+ Enable the function to reject smishing SMS messages. Block SMS messages that
match the condition of suspicious SMS messages provided by telecommunication
service providers [75].

* Enable the URL filtering function of the smartphone. The filtering function
automatically blocks access to known phishing sites when the user taps a suspicious
URL in an SMS message [76].

» Install applications from the official store only. Install tested applications that are
available in official stores such as AppStore and Google Play. The installation of
applications to devices of iOS and Android is restricted to those in official stores. Do
not disable this setting.

*  Introduce EMM and MDM to control applications on company smartphones to allow
the installation of only permitted applications and prohibit the installation of dangerous
applications [77].

34
© 2021 NTT DATA Corporation



Malware/Ransomware

5.4. Conclusion

In this report, we introduced the takedown of Emotet and the trend of smishing. The
operation platform of Emotet was detoxified by the takedown operation LadyBird conducted
with the cooperation of the law enforcement agencies of eight nations in Europe and North
America. This incident indicated that international cooperation is necessary for the thorough
resolution of malware such as Emotet that causes worldwide damage. Emotet was
terminated, but information stolen by Emotet cannot be retrieved, and malware implanted by
secondary infection is not removed automatically. We should change passwords to prevent
third-party unauthorized access by stolen passwords and remove malware implanted through
secondary infection to prevent damage.

Many users still do not know about the cyberattack called smishing. Service providers
should take the initiative in awareness raising activities to enlighten as many users as
possible about the threat of smishing to have them take measures.

Users and corporations must continuously collect the latest information about security
including malware to understand threats correctly and take appropriate measures. This
applies to both Emotet and smishing.
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6. Outlook

Secondary damage of data breach incidents to beware of

Data breach incidents continue to occur although activities of personal information
protection are gathering momentum from the society situation and law systems. In May 2021,
marriage hunting site "Omiai" (Net Marketing Co., Ltd.) had an incident of the leak of the
image data in user identification documents including drivers' licenses. The number of
pictures leaked from Omiai user identification documents is reported to be about 1.71 million
[78]. The attacker can fabricate pictures of drivers' licenses from the stolen image data. With
this incident, impersonation incidents using such image data of identification documents are
expected to increase. For example, an online bank that authenticates customers with only
one identification document may approve an application for account opening by an attacker
who uses a picture fabricated from a driver's license. eKYC is widely used as a method of
online user identification [79]. eKYC defines four levels of identity verification according to
the Act on Prevention of Transfer of Criminal Proceeds. The lowest level of identity
verification, which is made by a picture of an identity card and a picture of the person, may
be broken by impersonation with a fabricated driver's license created from the leaked data.
Identification methods provided by eKYC include multi-factor authentication methods that
also require the use of other media such as the reading of IC chips and the matching of credit
cards. If cases of impersonation increase, we must consider the use of identity verification
methods of higher reliability.

The importance of identity verification varies depending on corporations and services.
Corporations must evaluate the risk level of the fabrication of identification documents to take
measures such as the avoidance, mitigation, and acceptance of risks.

Smishing scam disguised as vaccination

Many fraudulent acts have been identified related to COVID-19 vaccinations. Because of
the currently prioritized vaccinations for senior adults, there are many fraudulent acts by
phone calls and visits that target them. Because the ages for vaccinations will be widened
from June, we presume that fraud through the Internet will increase instead of phone calls
and visits. One of the methods considered to be used by attackers is smishing. For example,
the attacker may impersonate a government agency to send messages such as "surplus
vaccine for medical service workers is available for a price," [80] and "special vaccine with
less side effects is available for a price," to smartphones to have receivers transfer money to
an account of the attacker or enter personal information such as credit card information at a
phishing site. Messages that require money for vaccinations are frauds. If you receive a
message about COVID-19 and feel suspicious even if only a little, call the toll free number
0120-797-188 of the Consumer Hotline on COVID-19 Vaccine Fraud of the National
Consumer Affairs Center of Japan [81].
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Continuation of double-extortion ransomware attacks

The report for the 3rd quarter of 2020 described double-extortion ransomware attacks. In
the 4th quarter, there were also ransomware attacks on corporations including CD Projekt
S.A., a company that develops games, and Landbrains Co., Ltd., a company trusted with a
wide range of public projects [82] [83]. CNA Financial, an insurance company in the United
States, was reported to have consented to the payment of 40 million dollars, the highest in
2020 [84].

The trend of policies for double-extortion ransomware attacks is to prohibit paying ransoms
because it is an act of helping criminal activities. An example is a recommendation made by
Office of Foreign Assets Control of the U.S. Treasury in October 2020. Therefore, it is
believed that cases where ransoms are paid will decrease in the years to come [85]. However,
attacked organizations may suffer considerable damage by double-extortion ransomware
attacks that expose information. As long as such cases remain, ransom payments are
expected to continue.
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